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UH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILIEHMS
HA OPUIHUAJIBLHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJJOM MOJIOJIEKM B MHTEPHETE CTAHOBHUTHCS OOJBILE, A IIKOJIb-
HUKH OJIHM W3 CaMbIX aKTHBHBIX Mojb30Barenedl Pynera. Mexay TeM, MOMUMO
OTPOMHOTO KOJIMYECTBA BOZMOXKHOCTEH, HHTEPHET HECET U MPOOIEeMBL. DTa MaMsITKa
JOJKHA IOMOYb TeOe 0€30MacHO HaXOJUThCS B CETH.

KommnerorepHsie BUPYChI

KoMIbroTepHBIN BUPYC - 3TO PA3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTPaMM, OT-
JUYUTEIBHON 0COOEHHOCTHIO KOTOPOH SIBIJIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B
JOTIOJITHEHUE K 3TOMY, BUPYChl MOTYT IOBPEIUTH WJIY MTOJHOCTBIO YHHUTOXXHUTH BCE
(aiinbl U JaHHBIE, TOJKOHTPOJIBHBIE MTOJIB30BATENI0, OT UMEHH KOTOpOro Oblia 3a-
IyIIEHA 3apaKCHHAs! IPOrpaMmMa, a TaKKe IMOBPEAUTh WM JaXK€ YHUUYTOKUTH OIle-
PALMOHHYIO CUCTEMY CO BceMH (ailiamu B 1esoM. B GonbmmHCTBE citydaeB pac-
IIPOCTPAHSIOTCS BUPYCHI U€PE3 UHTEPHET.

Metoapl 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Ucnionb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPETOHOCHBIX MPOTPaMM;

2. IlocrosiHHO ycTaHaBiMBail nautu (HU(pPOBBIE 3aIUIATKH, KOTOPbIE aBTOMa-
TUYECKH YCTAHABIIUBAIOTCS C LEJIbIO TOPAOOTKHU MPOTrpaMMBbl) U Jpyrue OOHOBIICHUS
CBOEH ornepalMoHHON cucTteMbl. CKkaunBail UX TOJIBKO ¢ OQUIIMATIBHOTO caifTa pas-
paboturka OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOro OOHOBJIEHHUSI, BKITIOUU
€ro;

3. PaGoraif Ha cBOEeM KOMIBIOTEPE O] MPaBaMH IMOJIH30BATENS, & HE aJIMHU-
HUCTpaTopa. DTO HE MO3BOJIUT OOJILIIMHCTBY BPEIOHOCHBIX MPOTpaMM MHCTaJIIU-
pPOBATHCS HA TBOEM NMEPCOHATBHOM KOMIIBIOTEPE;

4. Vcrionb3yil aHTUBUPYCHBIE IPOTPAMMHBIE POAYKTHI U3BECTHBIX ITPOU3BO-
JIATEJICH, C aBTOMAaTHYCCKHM OOHOBJICHHEM 0as3;

5. Orpannub pU3NYECKUN JOCTYI K KOMITBIOTEPY AJIS IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEIIHWE HOCUTEIW MH(MOpMAINK, Takue Kak (Quielika, IUCK
WK (pailn U3 UHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpbIBail KOMIBIOTEpHBIE (haIbl, TOIYUEHHbIE U3 HEHA/IECKHBIX HC-
TOYHHMKOB. [[axe Te (hailsibl, KOTOpbIE MpUcianl TBOM 3HAKOMbIN. Jlydile yTouHu y
HEro, OTHPABIISI JIM OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPCHI,
mapka. Eme B 1991 rony HumepiaHickas KOMIAHHS 3aperucTpupoBasia OpeH
"WECA", uro 0o603Hauano cioBocoueranue "Wireless Fidelity", koTopsrit mepeBo-
JTUATCS Kak "0ecrpoBOgHAS TOYHOCTS".



Jlo Hamero BpeMeHH JIo1uIa apyras abopeBuarypa, Kotopas sSiBISI€TCS TaKOU
xe TexHosoruei. to abobpesuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HaMe-
KOM Ha CTaHJAapT BhIciel 3BykoBoit TexHuku Hi-Fi, uTo B nepeBoje o3Hauaer "Bbi-
COKasi TOYHOCTB'".

Ja, OecryaTHBIM UHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sSBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B UHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He sSIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIEI0CTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro MnuHyto nHpOpMaIuio yepe3 obiieaoctymnasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeIbHO HE BBOAWTH MAPOJHU OCTYIIA, JIOTHHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBJISIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkimro "OOuwmii focTy k daiiaam
u npuHtepam". J[aHHas (QyHKIMS 3aKphiTa MO YMOJYAHHUIO, OJTHAKO HEKOTOPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe win yueoe;

4. He ucnionw3yit nyonuunsiii WI-FI s nepenaun AMYHBIX TaHHBIX, HATIPU-
Mep JJIs1 BBIXOJIa B COIIMAIIbHBIC CETH WJIH B AJICKTPOHHYIO MOYTY;

5. Mcnonb3y#t TOJIbKO 3aiuineHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MmoOmibHOM Tenedone otkioun Gynkiuio "l[loakmouenue k Wi-Fi a-
ToMatnuecku'. He normyckail aBTOMaTH4e€CKOTO MOAKIIOUEHHS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

CormanbHbie ceTH

CornuanpHbIe CETH aKTUBHO BXOJAT B HAITy KM3Hb, MHOTHE JIIOIU PabOTaroT
U JKUBYT TaM IMOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Musiinap 4ejioBeK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJIEH IIaHeThl. MHOTHE MOJIb30BaTEIN HE
MOHUMAIOT, YTO WH(OpPMAIHs, pa3MENIcHHas UMU B COIIMAIBHBIX CETAX, MOXKET
OBITh HalJIeHa W UCIIOIH30BaHA KEM YTOJHO, B TOM 4YHCIIe HE 00s3aTeNbHO ¢ Oja-
TUMU HAMEPEHUSIMHU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb CIIUCOK apy3eil. Y TeOs B APy3bixX HE JOJKHO OBITh CITydalHbBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammmait cBOl YacTHYIO >ku3Hb. He ykasbiBail maponu, TenedoHsl, aj-
peca, 1aTy TBOETO POXKIACHHS M IPYTYIO JIMYHYIO HH(pOpMaInio. 3II0yMBIIIIICHHUKA
MOTYT HMCIIOJb30BaTh Jake WH(OPMAIMIO O TOM, KaK Thl U TBOW POJUTEIH IJIaHU-
pyeTe MPOBECTH KaHUKYJIBI,

3. 3amuiiail CBOIO penmyTaluio - AEp>KU €€ B YUCTOTE U 3a7aBaii cede BOIpoc:
XO0TeJ OBl ThI, YTOOBI IPyTHE MOJIB30BATEIM BUACIH, 9TO ThI 3arpyxkaemb? [Tomy-
Mai, IPEK/Ie YeM UTO-TO OMYOIMKOBATh, HAITUCATh U 3aTPY3HTh;

4. Eciia Thl TOBOPHIIB C JIFOAbMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WHGOPMAIMU: UMSI, MECTO JKUTEIHLCTBA, MECTO
yueObl U TIpoUee;

5. N3berait pazmemienus pororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIONIOKECHHE;

6. [Ipu peructparuu B COIMAIBHON CETH HEOOXOAMMO MCIOJIB30BaTh CIOXK-
HBIE ITAPOJIHA, COCTOSIINE U3 OYKB U IU(P U C KOJTMIECTBOM 3HAKOB HE MEHee §;



7. Jlyis conuanbHOM CEeTH, TIOYTHI M IPYTUX CAUTOB HEOOXOIUMO HCIIOIh30-
BaTh pasHble napoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3J0YMBIIUIEHHUKH TOTy4YatT
JIOCTYM TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

DIIEKTPOHHBIE IEHBI U

DNeKTpOHHBIEC JEHBIH - 3TO OYEHb YJIOOHBIA CIIOCOO MIaTeX eH, OJJHAKO CY-
HIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH ACHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HEIABHO M UMEHHO M3-3a 3TOTO BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke onn (yHKIIMOHUPYIOT U O HUX YK€ IIPOIKMCAHO B 3aKOHE, T71€ UX
pa3iessIoT Ha HECKOJIBKO BHJOB - aHOHUMHBIC M HE aHOHMMHBbIE. PazHuma B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcsi NpOBOAUTH Olepaluu 0e3 ueH-
TU(UKALNY TIOJIH30BaTENs, 2 B HEAHOHUMHBIX UICHTHU(PHUKAIUS TOTb30BATENS SIBIIS-
eTcsi 00A3aTENbHOM.

Taxxe cnemyer pa3nuyath dJIEKTPOHHBIC (PUATHBIE JCHBIU (PaBHBI TOCyAap-
CTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIE He(UaTHBIE IEHBI'H (HE PaBHBI TOCYAapCTBEH-
HBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IMacHON PadOTe C INECKTPOHHBIMU JIEHBAMU:

1. [IpuBsxu K c4eTy MOOMIIbHBIN TeeOH. DTO camblil yIOOHBIN U OBICTPHIN
cr10c00 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsi3aHHbIN TeneOH MOMOXKET, €I 3a-
OyJenb CBOM TUIATEKHBIN Mapojib WIK 3aiellb Ha CAUT C HE3HAKOMOI'O YCTPOW-
CTBA;

2. Ucnonw3yit ogHopaszoBeie naposd. [lociie nepexoaa Ha yCUIIEHHYIO aBTO-
pu3aLuio Tede yke He OyAeT yrpoKaTh OMACHOCTh KPayKu WJIU MepexBaTa MiaTex-
HOTO IapoJIs;

3. Boibepu cnoxsbiii maponb. [IpecTynHukam OyaeT HE MpPOCTO yrajaaTh
CJIOKHBIM MapoJib. HagexHple maposu - 3T0 Mapoiu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MPOIMUCHBIE OYKBBI, IUPPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK J10Ju1apa, (yHTa, BOCKJIMLATENbHbIN 3HaK U T.11. Harnpu-
mep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIECIIb.

DJIEKTpOHHAs IOYTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIIIEMbIE €0 YCIYTH 0
NEPECHUIKE U MOIYYESHUIO JIEKTPOHHBIX COOOIEHUH, KOTOPBIE pPaCIpeiesoTCs B
KOMITbIOTEPHOU ceTH. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIAUT CIIETYIO-
oMM 0o0pa3oM: UMs_TOJIb30BaTeNIs (@uMs_AoMeHa. Takke Kpome mnepenayu mpo-
CTOT'O TEKCTa, UMEETCS] BO3MOKHOCTb MepeaaBaTh (Hausbl.

OCHOBHBIE COBETHI 110 OE30MACHOM pabOTE C JIICKTPOHHOM MOUTOM:

1. Hayo BbIOpaTh npaBUIIbHBIN OYTOBBIN cepBUC. B nHTEpHETE €CTh OrpoOM-
HBI BBIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUYlIE TOBEPSITh TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yxa3bIBail B TMYHON moyTe JU4HY0 nHGopmanuto. Hapumep, nydiie
BbIOpaTh "My3bIKanbHbIN  (panat@" win "pox2013" Bmecto "temal3";

3. HWcnonp3yid ABYXITamHYK aBTOPU3ALMIO. DTO KOTJa MOMHUMO MapoJIs
HY>KHO BBOJUTb KO/I, TpUChUIaeMbIil o SMS;

4. Be1Oepu CII0KHBIN TTapoiib. J[J1s KaXK10r0 OYTOBOIO SIIIMKA JOJDKEH OBITh
CBOM HAJI€KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;



5. Eciii ecTh BO3MOKHOCTh HAMMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb-
3yH 3Ty BO3MOXKHOCTb;

6. Mcnosib3yid HECKOJBKO MOYTOBBIX SAIIUKOB. [IepBbIil 1Sl 4acTHOM mepe-
MIACKYU C aJipecaramMu, KOTOPBIM Thl JIOBEPSACIIb. DTO 3JEKTPOHHBIN aJpec HE HAZIO0
UCITI0JI30BaTh NIPU PErUCTpaliui Ha (opyMax u cailTax;

7. He oTkpbiBaii (aitisl 1 Apyrue BIOKEHUS B TMChbMaX, Ia)Ke €CIU OHM MPH-
IIUIA OT TBOUX Jipy3el. Jlydille yTOUHU Yy HUX, OTIPABIISIIN JIU OHU TeOe 3TH (pailiibr;

8. Ilocne okoHuaHusi paOOThl HA TMOYTOBOM CEpPBUCE MeEpe]l 3aKpPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

KuGepOymiauHr uin BUPTyaIbHOE U3/1€BATEIHCTBO

KubepOymauHr - nmpeciaenoBaHue COOOIIEHUSIMHU, COAEPKAIIMMUA OCKOpOIIe-
HUS1, arpECCUI0, 3aITyTUBAHUE; XYJIUTAHCTBO; COLUUAIbHOE OOMKOTUPOBAHKE C IOMO-
IIbIO Pa3JIUYHBIX HTHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 60pHOE ¢ KHOSPOYTITMHTOM:

1. He Gpocaticsa B 60ii. JIyummii crioco0: MOCOBETOBATHCS Kak ceOst BECTH H,
€ClIi HEeT TOro, K KOMY MOKHO OOpaTHTbCs, TO BHadajleé YCHOKOUTbCA. Eciau Thl
HAYyHELIb OTBEYaThb OCKOPOJEHUSAMHM Ha OCKOPOJIEHHUs, TO TOJIBKO emle OoJiblIe
Pa3oXKeIb KOH(IIHUKT;

2. Yupapnsi cBoet kubeppemyTaiuei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyllecTBYIOT CIOCOOBI BBIICHUTB, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUraHCKui o0pa3 BUPTyalbHOM kU3HU. MIHTepHET (uK-
CUpPYET BCE TBOM JACHCTBUA U COXpAHSET UX. Y JAIUTh UX OyAET KpalHe 3aTpyHU-
TEJIBHO;

5. Cobmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. Urnopupyii ennHu4yHbIi HeratuB. OIHOPa30Bble OCKOPOUTENbHBIE COO0-
HICHUS JTy4dlle UTHOPHPOoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha Ha4allbHOM cTa-
AW,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKU COOOIIEHUH ¢ ompe-
JIEJIEHHBIX aJIPECOB;

8. Ecnu ThI cBUneTEs KHOEpOYyUIHHTa. TBOM NEUCTBUS: BBICTYIUTh MPOTUB
IIpeCIIeIOBaTENs, IOKA3aTh €EMY, YTO €r0 JEHCTBHS OLICHUBAIOTCA HETaTHUBHO, MOJ-
JiepKaTh KEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKasi IOMOIIlb, COOOIIUTH B3POCIIBIM
0 (hakTe arpecCUBHOTO MOBEJICHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COEPIKAT B ceOE BIIOTHE B3POCIbIi
(GyHKUHMOHAJ, U TENEPh OHU MOTYT KOHKYPHUPOBATh CO CTAlMOHAPHBIMUA KOMITbIOTE-
pamu. OJIHAKO, CPEACTB 3aIMUTHI 17151 MOJOOHBIX YCTPOMCTB MOKAa O4Y€Hb Mano. Te-
CTUPOBAHME U MTOUCK YSI3BUMOCTEH B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, KaK JIJIs
1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TTPUIIOKECHUIA.

CoBpemeHHble MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKU JOTHAINW HACTOJIb-
HBIC aHAJIOTH, OJTHAKO pacupeHne QyHKIIMOHAa BICYET 32 COO0M OOJBIITYIO CIOXK-
HOCTb M MEHBIIIYIO 3aILHUILEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBIITYCKAIOT OOHOBIICHU S, 3aKPBIBAIOIINE KPU-
TUYECKHE YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJ1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:



Hudero He sBnsieTcss mo-HacTosimeMy OecriaTHbIM. Byap ocTopoxeH, Beab
Korja tebe mpensararoT OecIIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IJIATHBIE YCIIYTH;

Hymaii, mpexe uem oTnpaBuTh SMS, poro unu Bugeo. Tl TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

Heo6xoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnons3yit aHTUBUPYCHBIE TPOrPAMMBI JJIsI MOOUJIBHBIX TEIE(OHOB,;

He 3arpy:»aii npuioxeHust OT HEU3BECTHOIO UCTOYHUKA, BEb OHU MOTYT CO-
JIEepKaTh BPEIOHOCHOE TPOrpaMMHOE 00ECIICUCHHE;

[Tocne Toro Kaxk Thl BBIACIIL C CaifTa, T/ie BBOAMI JHMUYHYIO MH(POPMAIHIO,
3aiiI B HACTPOMKHM Opay3epa u ynanu cookies;

[lepuonnuecku MpoBepsiii, KAKUE IUIATHBIE YCIYT'M aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBoii HOMEp MOOMJIBHOTO Tese(oHa TOIBKO JIFOIIM, KOTOPBIX ThI 3HA-
€lllb U KOMY JJOBEPSIEILIb;

Bluetooth momxken ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE Mob3yenbes. He 3a0b1-
Bail NHOI' /1A ITPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIAMH-UIPBI - 3TO KPACOYHbIE, 3aXBAaTHIBAIOIINE Pa3BIICUE-
HUSl, OOBbEIMHSAIONINE COTHU ThICAY YEJIOBEK IO BceMy MHpy. Mrpoku uccieayror
JaHHBIA UM MUp, OOLIAIOTCSA APYT C JPYIOM, BBIIOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTPAMH M TOJYYaroT ONBIT. 3a YJOBOJICTBUE OHHU IJIATAT: MOKYMNAKOT AMCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKKUE-TO OILHUU.

Bce a1y cpeacTBa uayT Ha NOAJEPKaHUE U PA3BUTHE UTPBI, @ TAKKE HA camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKU JJIs1 TPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B n1o/100HBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIUU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecniu apyroit urpok BeaeT ceOs II0X0 WM CO3/aeT Te0e HEMPUITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxany¥iics afMUHUCTPATOPAM UI'PhI HA TUIOXOE MOBEAEHUE 3TOI0 UTPOKA,
YKEJNaTeJIbHO PWIOKUTh KaKHE-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBaii TuuHy0 HH(POpMALIHMIO B Ipo(daiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcniosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxxe BO BpeMs UIPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [Toka Tkl Urpaeip,
TBOM KOMITBFOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JUYHBIX JaHHBIX

OObIYHOM Kpaskel JEeHEr M JOKYMEHTOB CETOJIHS y>K€ HUKOTO HE yJMBHIIb,
HO C Pa3BUTHEM HMHTEPHET-TEXHOJOTUH 3JI0yMBINUICHHUKN MEPEMECTUIIUCH B WH-
TEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIETIOM.



Tak mosiBUiIach HOBas yrposa: WHTEPHET-MOIICHHWYECTBA WA (DUIITUHT,
TJIaBHAS 11€71h KOTOPOTO COCTOUT B TIOJIYYCHUH KOH(MUICHITUATBHBIX JAHHBIX MOJThb-
30BaTesel - JOrMHOB U napoJieid. Ha anrnuiickoMm s3eike phishing yutaercs kak ¢u-
muHT (0T fishing - peiGHas 0B, password - mapoJib).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenn 3a cBouM akkayHTOM. Ecnu Thl mojio3peBaenib, 4TO TBOSI aHKETa
OblJ1a B3JI0MaHa, TO HEOOX0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEe;

2. Ucnonb3yii O6e3omacHble B€O-CaliThl, B TOM YHUCIE, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yii clioXkHbIE U pa3Hble mapoiu. Takum o0pa3om, eciiu Teds B3J0-
MAaroT, TO 3JIOYMBIIJIEHHUKH MOJy4YaT JOCTYI TOJIbKO K OJJHOMY TBOEMY IPOQHIIIO
B CETH, a HE KO BCEM;

4. Ecaun 1e0s B31OMan, TO HEOOXOIMMO MPEAYNPEIUTh BCEX CBOUX 3HAKO-
MBIX, KOTOpbIE J0OaBJICHBI y TeOA B APY3bsIX, O TOM, YTO TeOs B3IOMAald U, BO3-
MO>KHO, OT TBOErO MMEHU OyAET pacchUIaThCsA CIaM M CChUIKM Ha (PUIIMHTOBBIC
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TenedoH;

6. OTKJII0YM COXpaHEHHUE MapoJIsl B Opay3epe;

7. He oTkpbiBaii (haiiel ¥ ApyTrye BIOKCHUS B MHUChbMaX, JaKe €CJIM OHU MPHU-
[IUTA OT TBOUX Jipy3el. Jlydiile yTOuHU Yy HUX, OTHPABIISUIN JIK OHU TeOe ATH (ailiibl.

[udporas penyrarus

[udporas pernyranus - ’TO HEraTUBHAS WU MO3UTUBHAS MH(POpMAIIUS B CETH
o Tebe. Komnpomerupyromas napopmanus, pasMenieHHasi B MTHTEPHETE, MOXKET ce-
pBE3HBIM 00pa30M OTPA3UThCS Ha TBOEH peanbHOM xu3HU. "Lludposas penyrauns"
- 3TO TBOW UMHJIK, KOTOPBII popMupyeTcst u3 uHpopMalu o Tede B UHTEPHETE.

TBOE MecTO XKUTEILCTBA, Y4eObl, TBOE (DMHAHCOBOE MOJIOKEHUE, OCOOCHHO-
CTH XapakTepa U paccKasbl 0 OJM3KHX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moapOCTKY JIESTKOMBICIEHHO OTHOCSATCS K MyOJUKAIMKA JTUYHON HH-
dbopmariuu B MIHTepHETE, HE TOHUMAsI BO3MOYKHBIX MOCIIeCTBUM. ThI Ja)e He CMO-
JKEITb JoTafaThCcsi 0 TOM, 4To (pororpadus, pa3mMerieHHas 5 JIeT Ha3al, CTajia Mpu-
YUHOM OTKa3a MPUHSATH TeOs Ha padoTy.

KommenTapuu, pasmenienre TBoux ¢Gotorpaduii U Ipyrue AeUCTBUS MOTYT
HE MCUYE3HYTh JIaKE€ MOCIE TOr0, KaK Thl X yJadullb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty HH(OpMaIHMIO, IToNaia JIM OHAa B MOUCKOBBIE CUCTEMBI M COXPAHWJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKPY’KAIOIIME JIFOJHU, KOTOPbIE HAUIYT U yBUAST
s10. Hailtn nadopmanuio MHOrO JET CIyCTsI CMOXET JH000M - Kak U3 100pbIX MO-
OY>KIIeHUM, TaK U C HAMEPEHUEM MTPUYUHUTD BPeJl. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM permyTallUu:

1. IToxymaii, mpexae ueM 4yTo-To MyOJUMKOBAThH U NepeaaBaTh y ceOst B OJore
WA B COLIMAJILHOM CETH;

2. B Hactpoiikax nmpoduisi yCTAaHOBH OTpaHUYEHUS Ha POCMOTP TBOETO MPO-
bums ¥ ero Comep >KUMOoro, cliesail ero ToJabKo "miist apy3ei”;

3. He pa3memaii u He yka3piBail nH(MOpMAIUIO, KOTOPAsi MOKET KOro-JI00
OCKOPOJIATH WIIH OOMKATh.

ABTOpCKO€ MpaBo



CoBpeMeHHbIE MKOTLHUKH - AKTUBHBIE MOJIH30BaTEN MU(PPOBOTO MPOCTPaH-
ctBa. OHAaKO JaJeKo HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMMU BO3MOKHOCTSIMHU
nudpoBoro Mupa TpeOyeT coOJI0/IeHHs MpaB Ha MHTEIUIEKTYaJbHYI0 COOCTBEH-
HOCTb.

TepmuH "UHTEIIEKTyalIbHAsI COOCTBEHHOCTD'" OTHOCUTCS K Pa3IUYHBIM TBO-
PEHUSM YEJIOBEYECKOTO yMa, HAUYMHAasl C HOBBIX M300pETeHHI U 3HAKOB, 0003HaYa-
IOIUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMu, (hoTorpadu-
MU, KHHOQUIbMaMHU U MY3bIKaJIbHBIMU [IPOU3BEICHUSIMH.

ABTOpCKHUE MpaBa - 3TO MpaBa Ha UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTH Ha MPO-
W3BEJICHUS HAYKH, JTUTEPATYPbl U HCKYCCTBA. ABTOPCKHUE MIPaBa BHICTYNAOT B Kaue-
CTBE TapaHTHH TOTO, YTO MHTEJUICKTYaJIbHBINA/TBOPUECKUN TPyl aBTOpa HE OyjaeT
HaIlpacHbIM, JAacT €My CIIPaBeIJIUBbIE BO3MOKHOCTH 3apadoTaTh Ha pe3yjbTarax
CBOETO TPY/1a, MOTYyYUTh U3BECTHOCTH M ipu3HaHue. HukTo 6e3 paspereHus apTopa
HE MOYKET BOCIIPOU3BOIUTH €TO MPOU3BEICHUE, PACTIPOCTPAHATD, ITYOJIMYHO IEMOH-
CTPUPOBATh, MPOAABATH, UMIIOPTUPOBATH, TyCKATh B MPOKAT, MyOJIMYHO UCIIOJIHSTH,
MOKa3bIBaTh/UCIIOJIHATH B d(pupe uim pa3meniath B IHTEpHETE.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOrO o0ecriedeHus MOKET MpuBe-
CTH K MHOTMIM PUCKaM: OT IMOTEPH JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKH TBO-
€ro YCTpOMCTBA, I7e YCTAaHOBJICHA HeJleralibHas rporpamma. He cTouT taxxe 3a0b1-
BaTh, YTO CYIIECTBYIOT JIETaJIbHbIE M OECIJIaTHBIE MPOTPaMMBbI, KOTOPbIE MOXKHO
HAWTHU B CETH.

O noprane

CeteBUUOK.p( - TBOI IJIaBHBIM COBETUMK B CETH. 371€Ch Thl MOXKEIIb Y3HATH O
0€30MaCHOCTH B CETH MTOHATHBIM U JJOCTYITHBIM SI3IKOM, & IIPY BOSHUKHOBEHUU KPH-
TUYECKOUN CUTYyaIluu OOPATUTHCS 3a COBETOM. A TakKe MPUHSATH y4acTUE B KOHKYP-
cax M CTaTh CaMbIM HIU(POBBIM TPaAKTAHUHOM !
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